Net wor k Wér ki ng Group G Cristallo

I nternet Draft Al cat el
Docunent: draft-jacquenet-qos-nlri-03.txt C. Jacquenet
Cat egory: Experinmental France Tel ecom R&D
Expi res January 2002 July 2001

Providing Quality of Service Indication by the BGP-4 Protocol: the
QOS_NLRI attribute
<draft-jacquenet-qos-nlri-03.txt>

Status of this Menp

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC 2026 [1].

Internet-Drafts are working docunents of the |Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that other
groups may al so distribute working docunents as Internet-Drafts.
Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress”.

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnmnl.

Abstract

This draft specifies an additional BGP4 (Border Gateway Protocol,
version 4, [2]) attribute, naned the "QOS _NLRI" attribute, which ains
at providing QS (Quality of Service)-related informati on associ ated
to the NLRI (Network Layer Reachability Information) information
conveyed in a BGP UPDATE nessage.

1. Introduction

Providing end-to-end quality of service is probably one of the nopst

i nportant chall enges of the Internet, not only because of the massive
devel opment of val ue-added | P service offerings, but also because of
the various QoS policies that are currently depl oyed and enforced
wi t hin an aut ononous system and which may well differ fromone AS
(Aut ononpus Systen) to another.
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For al nost the | ast decade, val ue-added I P service offerings have
been depl oyed over the Internet, thus yielding a dramatic devel opnment
of the specification effort, as far as quality of service in IP
networks is concerned. Nevertheless, providing end-to-end quality of
service by crossing adm nistrative donmains still remains an issue,
mai nl y because:

- QS policies may dramatically differ fromone service provider to
anot her,

- The enforcenment of a specific QoS policy may also differ from one
domain to another, although the definition of a set of basic and
common quality of service indicators nay be shared between the
service providers.

Activate the BGP4 protocol for exchanging reachability information
bet ween autononmpous systens has been a nust for many years, and, from
this standpoint, the BGP4 protocol is one of the key conponents for
the enforcenent of end-to-end QoS policies.

Therefore, exchanging QoS-related infornation as well as reachability
information in a given BGP UPDATE nessage appears to be helpful in
enforcing an end-to-end QoS policy.

This draft ainms at specifying a new BGP4 attribute, the QOS_NLR

attribute, which will convey QoS-related information associated to
the routes described in the corresponding NLRI field of the
attribute

Thi s docunent is organized into the follow ng sections:

- Section 3 identifies the changes that have been made in the
docunent since the |ast version,

- Section 4 describes the attribute and its npde of operation

- Section 5 el aborates on the use of the capabilities advertisenent
feature of the BGP4 protocol

- Section 6 introduces the first results of an ongoing simnulation
wor Kk,

- Finally, sections 7 and 8 introduce | ANA and sone security
consi derations, respectively.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].
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Changes since the last version of this draft

The current version of this draft reflects the foll ow ng changes:

Slight re-wording of the Introduction section (section 1),

- Added a section on the first simulation results (section 6),

Aut hors' list has been updat ed,

Correction of remaining typos.
The QOS_NLRI attribute (Type Code XY*)

(*): "XY" is subject to the | ANA considerations section of this
draft.

The QOS_NLRI attribute is an optional transitive attribute that can
be used for the follow ng purposes:

(a) To advertise a QS route to a peer. A QS route is a route that
meets one or a set of QoS requirenent(s) to reach a given (set
of ) destination prefixes (see [4], for exanple). Such QoS
requirenents can be expressed in terns of mninum one-way del ay
([5]) to reach a destination, the experienced delay variation
for IP datagrans that are destined to a given destination prefix
([6]), the loss rate experienced along the path to reach a
destination, and/or the identification of the traffic that is
expected to use this specific route (identification neans for
such traffic include DSCP (DiffServ Code Point, [7]) narking).
These QoS requirenments can be used as an input for the route
cal cul ati on process enbedded in the BGP peers, e.g. thanks to
the activation of a signaling protocol, such as RSVP (Resource
ReSer Vati on Protocol, [8]),

(b) To provide QS information along with the NLRI information in a
si ngl e BGP UPDATE nessage. It is assuned that this QoS
information will be related to the route (or set of routes)
described in the NLRI field of the attribute.

From a service provider's perspective, the choice of defining the
QOS_NLRI attribute as an optional transitive attribute is basically
notivated by the fact that this kind of attribute allows for gradua
depl oyment of QoS extensions to BGP4: not all the BGP peers are
supposed to be updated accordingly, while partial deploynent of such
QoS extensions can al ready provide an added-val ue.

This draft makes no specific assunption about the neans to actually
value this attribute, since this is nostly a matter of

i npl enentation, but the reader is kindly suggested to have a | ook on
docunment [9], as an exanple of a neans to feed the BGP peer with the
appropriate infornation.
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The QOS_NLRI attribute is encoded as foll ows:

| @S Informiion Gode (1 octet) )
| @S Informiion Sub-code (1 octet) )
| @S informtion value (2 octets) )
| @S informiion oigin (1 ostery 7 )
| Address Famly identifier (2 octets) )
| Subsequent Address Family identifier (1 octet) )
| Network Address of Next Hop (4 octets) )
| Network Layer Reachability Information (variable) !
e +

The use and neaning of the fields of the QOS NLRI attribute are
defined as follows:

- QS Informati on Code

This field carries the type of the QOS information. The
followi ng types have been identified so far:

(0) Reserved

(1) Packet rate, i.e. the nunber of |IP datagrans that can be
transmitted (or have been lost) per unit of time, this nunber
bei ng characterized by the el aboration provided in the QoS
I nformati on Sub-code (see bel ow)

(2) One-way delay, as defined in [5]

(3) Inter-packet delay variation, as defined in [6]

(4) PHB ldentifier, as defined in [10]

- QS Informati on Sub-code:

This field carries the sub-type of the QS information. The
foll owi ng sub-types have been identified so far

(0) None (i.e. no sub-type, or sub-type unavail able, or unknown sub-
type)

(1) Reserved rate

(2) Available rate

(3) Loss rate

(4) M ninmum one-way del ay

(5) Maxi mum one-way del ay

(6) Average one-way del ay
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The instantiation of this sub-code field MJUST be conpatible with the
val ue conveyed in the QS Infornation code field, as stated in the
following table (the rows represent the QS Informati on Code possible
val ues, the colums represent the QS Informati on Sub-code val ues
identified so far, while the "X" sign indicates inconpatibility).

o e e e e e ee i eeaaao - +
| | ol 1| 2| 3| 4| 5] 6|
g +
| 0] I I I I I I I
o m e e e e e e e e eeeeaao - +
| 1] I I I | X1 X X
o e e e e e e e e ee i eeaao o +
| 2] | X X X I I I
o e e e e e ee i eeaaao - +
| 3 [ X1 X X X[ X[ X|
o +
| 4] [ X1 X X| X[ X[ X|
o m e e e e e e eeeeaao - +

- QS Information Val ue:

This field indicates the value of the QoS information. The
correspondi ng units obviously depend on the instantiation of the
QS Information Code. Nanely, if:

(a) QS Information Code field is "0", no unit specified,

(b) QS Infornation Code field is "1", unit is kbits per second
(kbps), and the rate encoding rule is conposed of a 3-bit
exponent (with an assuned base of 8) followed by a 13-bit
manti ssa, as depicted in the figure bel ow

Thi s encodi ng schenme advertises a nunmeric value that is (2716 -1
- exponential encoding of the considered rate), as depicted in

[11].
(c) QS Information Code field is "2", unit is mlliseconds,
(d) QS Information Code field is "3", unit is mlliseconds,

(e) QS Information Code field is "4", no unit specified.
- QS Information Oigin:

This field provides indication on the origin of the path
informati on, as defined in section 4.3.0f [2].
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- Address Fanmily ldentifier (AFl):

This field carries the identity of the Network Layer protoco
associated with the Network Address that follows. Presently
defined values for this field are specified in [12] (see the
Address Fami |y Nunmbers section of this reference docunent).

- Subsequent Address Fam |y Identifier (SAFI):

This field provides additional information about the type of the
NLRI carried in the QOS_NLRI attribute.

- Net wor k Address of Next Hop

This field contains the I Pv4 Network Address of the next router
on the path to the destination prefix, (reasonably) assum ng
that such routers can at |east be addressed according to the

| Pv4 formalism

- Net wor k Layer Reachability Informtion:

This variable Iength field lists the NLRI information for the
feasible routes that are being advertised by this attribute. The
next hop information carried in the QOS NLRI path attribute
defines the Network Layer address of the border router that
shoul d be used as the next hop to the destinations listed in the
QOS_NLRI attribute in the UPDATE nessage.

When advertising a QOS NLRI attribute to an external peer, a router
may use one of its own interface addresses in the next hop conponent
of the attribute, given the external peer to which the route is being
advertised shares a conmmon subnet with the next hop address. This is
known as a "first party" next hop information.

A BGP speaker can advertise to an external peer an interface of any
internal peer router in the next hop conponent, provided the externa
peer to which the route is being advertised shares a conmon subnet
with the next hop address. This is known as a "third party" next hop
i nformati on.

A BGP speaker can advertise any external peer router in the next hop
conponent, provided that the Network Layer address of this border
router was | earned from an external peer, and the external peer to
which the route is being advertised shares a commpn subnet with the
next hop address. This is a second formof "third party" next hop

i nformati on.

Norrmal Iy the next hop information is chosen so that the shortest

avail abl e path will be taken. A BGP speaker mnust be able to support

di sabling advertisenent of third party next hop information to handle
inperfectly bridged nmedia or for reasons of policy.
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A BGP speaker nust never advertise an address of a peer to that peer
as a next hop, for a route that the speaker is originating. A BGP
speaker must never install a route with itself as the next hop

When a BGP speaker advertises the route to an internal peer, the
advertising speaker should not nodify the next hop information
associated with the route. Wen a BGP speaker receives the route via
an internal link, it may forward packets to the next hop address if
the address contained in the attribute is on a cormmopn subnet with the
| ocal and renmpte BGP speakers.

A BGP UPDATE nessage that carries the QOS NLRI MJST also carry the
ORIG N and the AS PATH attributes (both in eBGP and in i BGP
exchanges). Mreover, in |IBG exchanges such a nessage MJUST al so
carry the LOCAL_PREF attribute. If such a nessage is received from an
external peer, the local system shall check whether the | eftnpst AS
in the AS PATH attribute is equal to the autononpus system nunber of
the peer than sent the nessage. |If that is not the case, the |loca
system shall send the NOTI FI CATI ON nessage with Error Code UPDATE
Message Error, and the Error Sub-code set to Malformed AS PATH.

An UPDATE nessage that carries no NLRI, other than the one encoded in
the QOS_NLRI attribute, should not carry the NEXT _HOP attribute. If
such a nmessage contains the NEXT_HOP attribute, the BGP speaker that
recei ves the nessage should ignore this attribute.

5. Use of Capabilities Advertisement with BGP-4

A BGP speaker that uses the QOS _NLRI attribute SHOULD use the
Capabilities Advertisenent procedures, as defined in [13], so that it
m ght be able to determine if it can use such an attribute with a
particul ar peer.

The fields in the Capabilities Optional Paraneter are defined as
fol | ows:

- The Capability Code field is set to N (127 < N < 256, when
considering the "Private Use" range, as specified in [14]), while
the Capability Length field is set to "1"

- The Capability Value field is a one-octet field, which contains
the Type Code of the QOS NLRI attribute, as defined in the
i ntroduction of section 4 of the present draft.
6. First simulation results
6.1. A step-by-step approach
The sinulation work that has begun within the context of the TEQUI LA
project (see [4]) basically aims at qualifying the scalability of the
usage of the QOS_NLRI attribute for propagating QoS-rel ated
i nformati on between domains. This work also ains at quantifying the
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added val ue provided by the QoS extensions to BGP4, as a function of
the percentage of the accordingly updated BGP peers.

This effort has al so been launched to focus on the inpact on the
stability of the BGP routes, by defining a set of basic engineering
rules for the introduction of new QoS information, as well as design
considerations for the cal culation of "QoS routes”

Thi s ongoi ng devel opnent effort is organized into a step-by-step
approach, which consists in the follow ng phases:

1. Model an |IP network conposed of several autononmous systens. Each
of the autonomous systens is conposed of BGP peers that have
est abli shed i BGP connections between each other. Since this
simulation effort is primarily focused on the qualification of
the scalability related to the use of the QOS NLRI attribute for
exchangi ng QoS-related i nformati on between donmins, it has been
decided that the internal architecture of such domai ns be kept
very sinple, i.e. without any specific IGP interaction

2. Wthin this IP network, there are BGP peers that are QOS_NLRI
aware, i.e. they have the ability to process the information
conveyed in the attribute, while the other routers are not:
these routers do not recognize the QOS NLRI attribute by
definition, and they will forward the infornmation to other
peers, by setting the Partial bit in the correspondi ng UPDATE
messages, nmeaning that the infornation conveyed in the nessage
is inconplete. This is the typical behavior that is expected
when a BGP peer has to deal with an optional transitive
attribute. This approach allows to el aborate on the added val ue
i ntroduced by a gradual deploynent of the QoS extensions to
BGP4,

3. As far as QOS_NLRI aware BGP peers are concerned, they wll
process the information contained in the QOS NLRI attribute to
possi bly influence the route decision process, thus yielding the
selection (and the installation) of distinct routes towards a
same destination prefix, depending on the QS-rel ated
i nformation conveyed in the QOS NLRI attribute. Fromthis
i npl enent ati on perspective, the BGP routing tables have been
nmodel ed so that they contain a "sub-section"” where QOS _NLRI -
capable peers will store the informati on conveyed in the
attribute

4. Modify the BGP route decision process: at this stage of the
simul ation, the nodified decision process relies upon the one-
way del ay information (which corresponds to the QoS Information
Code field of the attribute valued at "2"), and it will also
take into account the value of the Partial bit in the UPDATE
message, in the case where the QoS-related informati on contained
in the QOS_NLRI attribute happens to be inconplete, because it's
been relayed by a non-Q0OS _NLRI aware BGP peer.
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Once the creation of these conponents of the |IP network has been
conpl eted (together with the nmodification of the BGP route selection
process), the behavior of a QOS_NLRI-capable BGP peer is as follows:
upon recei pt of a BGP UPDATE nessage that contains the QOS_NLR
attribute, the router will first check if the corresponding route is
already stored in its local RIB, according to the value of the one-
way delay information contained in both QS Informati on Code and Sub-
code fields of the attribute.

If not, the BGP peer will install the route in its local RIB

O herwise (i.e. an equivalent route already exists in its database),
the BGP peer will select the best of both routes according to the
followi ng criteria:

- If both routes are said to be inconplete (partial bit valued to
"1" in the UPDATE nessage), or if both routes are said to be
conplete, the best route is the route with the | owest value of the
QS Information Sub-code field of the QOS NLRI attri bute,

- Otherwise, a conplete QoS-related information is always preferred
over an inconplete one, even if the conplete route has a QoS
I nformation Sub-code field with a better val ue.

If the BGP route selection process cannot nmake a deci sion based upon
the QoS Informati on Code and Sub-code fields (and possibly the

conpl ete/inconplete indication of the partial bit), then the BGP
route selection process is basically based upon the recomendati ons
stated in [2].

6.2. Current status of the sinulation work

As stated in the previous section 6.1, the current status of the
simul ation work basically relies upon the one-way transit del ay
information only, as well as the conplete/inconplete indication of
the partial bit conveyed in the correspondi ng BGP UPDATE nessages.

The I P network has been nodeled so that it is conposed of 6

aut onomous systens and 11 BGP peers. Future scenarios will be
conposed of nore ASs. The follow ng figures depict the actua
processing of the QoS-related information conveyed in the QOS_NLR
attribute, depending on whether the peer is QOS _NRLI-aware or not.

NOTE: the text version of this draft does not contain the above-

mentioned figures, but a PDF version of this docunent can be accessed
at the following link: http://ww.ietf.org/ietf/1lid-abstracts.txt.
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“Tttakes 13 ms to reach
neighbor interface 3

Thave noinfo for ¥ and Z7

Belay 20

- Figure 1: the nodeled IP network. -

Figure 1 depicts the IP network that has been nodelled, while figure
2 depicts the propagation of a BGP UPDATE nmessage that contains the
QOS_NLRI attribute, in the case where the contents of the attribute
are changed, because of conplete/inconplete conditions of the UPDATE

message propagation.

Dest: 192.0.20.0

ay: 20
Complete: 1

w

Ny AepE

192.0.20.0

- Figure 2: propagation of a one-way delay information via BGP4. -

Router Sin figure 2 is a QOS_NRLI-capabl e speaker. It takes 20

mlliseconds to node S to reach network 192.0.20.0: this information
will be conveyed in a QOS_ NLRI attribute that will be sent by node S
in a BGP UPDATE nmessage with a partial bit unset. Router A is another
QOS_NLRI BGP peer, and it takes 3 milliseconds for Ato reach router
S. Node A will update the QoS-related information of a QOS_NLRI

attribute, indicating that, to reach network 192.0.20.0, it takes 23
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mlliseconds. Router A will install this newroute in its database,
and will propagate the correspondi ng UPDATE nessage to its peers.

On the other hand, router B is not capable of processing the

i nformation conveyed in the QOS NLRI attribute, and it will therefore
set the Partial bit in the correspondi ng UPDATE nessage, |eaving the
one-way delay information detailed in both QS Information Code and
Sub- code unchanged.

Upon recei pt of the UPDATE nessage sent by router A, router E will
update the one-way delay infornation since it is a QOS_NRLI-capabl e
peer. Finally, router D receives the UPDATE nessage, and selects a
route with a 40 mlliseconds one-way delay to reach network
192.0.20.0, as depicted in figure 3.

- =,
j
Remark: delay is not minimal =
—

192.0.20.0
- Figure 3: installing QS routes between domains. -

This sinulation result shows that the selection of a del ay-based
route over a BGP route (as depicted in [2]) may not yield an optinum
decision. In the above exanple, the 40 ns-route goes through routers
D-E-A-S, while a "truly optimal" BGP route would be through routers
D-E-F-A-S, hence a 38 ms-route. This is because of a BGP4 rule that
does not allow router F to send an UPDATE nessage towards router E
because router F received the UPDATE nessage fromrouter A thanks to
the i BGP connection it has established with A

These basic observations confirmthat the enforcement of a QS policy
bet ween donmi ns by using the BGP4 protocol is obviously conditioned
by the BGP4 routing policies that are enforced within each domain.

6. 3. Next steps
The above-nentioned sinulation effort will be pursued in order to
qualify the interest of using the BGP4 protocol to convey QoS-rel ated

i nformati on between domains, froma scalability perspective, i.e. the
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i ncrease of BGP traffic vs. the stability of the network. The
stability of the IP network is probably one of the npst inportant
aspects, since QoS-related information is subject to very dynanic
changes, thus yielding non-negligible risks of flapping.

It is therefore expected that the upcom ng versions of this draft
will reflect the progress of this sinulation work, which will take
into account additional autononpus systens, anmobng other tracks of
evol ution.

7. | ANA Consi derations

Section 4 of this draft docunents an optional transitive BGP-4
attribute nanmed "QOS_NLRI" whose type value will be assigned by | ANA
Section 5 of this draft al so docunents a Capability Code whose val ue
shoul d be assigned by | ANA

8. Security Considerations

This additional BGP-4 attribute specification does not change the
underlying security issues inherent in the existing BGP-4 protocol
specification [15].
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