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Introduction (1)

Traffic Engineering for QUality of service in the Internet, at LArge scale
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 TE is described as:

— A collection of techniques allowing SPs to use network resources efficiently,

according to the different quality levels associated with services they offer.

 TE is amid at:
— Accommodating as many customer requests as possible,

— Satisfying the customer demands QoS requirements.

« TE i1s achieved through:

— Capacity management by optimising the use of network resources,

— Routing management by calculating, selecting, and installing of a set of routes and
queue management parameters, throughout the network.

» TE Techniques used:
— MPLS: By setting up explicit LSPs - LSPs are not explicitly associated with BW

— IP-based: By setting up QoS-enabled IP routes - Hop-by-hop routing, OSPF-based,
link-weights Assignment, BW reservations in the network per PHB.
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Differentiated Services Top Down View

Introduction (3)

From PHB to value-added IP services: a layered service model for DiffServ

Service Level Agreement (SLA)

- Legal agreement between customer & SP
- Non-technical terms & conditions

v

Service Level Specification (SLS)

- IP service traffic characteristics
- Technical parameters

|

QoS class
Per Domain Behaviour (PDB)

- Network QoS capabilities
- Packet Treatment in DS domain (e2e)

I

Per Hop Behaviour (PHB)
Traffic Conditioning Block

— Router behaviour (QoS) applied to streams
— Classify, meter, mark, shape/drop

I

Scheduler (e.g. WFQ)
Algorithmic Dropper (e.g. RED)

- Implementation (buffer Management, etc.)
- Vendor & product specific

IST 2001, 1-3 Sept., Tehran

TEQUILA Consortium ©

6

THALES



” : : :
%é qw‘ L@ Service Level Specification (SLS) Introduction (4)
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» A set of technical parameters and their values, defining the service, offered to a

traffic stream by a DiffServ domain.
— Traffic Conformance: Set of actions to identify in/out of profile packets e.g., token bucket.
— IP Flow: Stream of IP packets sharing at least one common characteristic -

Source, destination, DSCP, application information.

— Scope: Geographical limits over which the SLS is to be enforced - Ingress, Egresses

— Performance Guarantee: delay, jitter, loss, throughput. Excess : drop | shape | re-mark

Egress
Ingress

lIP Flow

Traffi
Conformance
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TEQUILA System Architecture

As A Traffic Engineered IP Management System

TEQUILA’s objective is to specify, develop, and validate a system capable of dynamically
negotiate, invoke, and provision the resources associated to the deployment of QoS based
IP service offerings over the Internet. TEQUILA system provides service guarantees

through planning, dimensioning and dynamic control of traffic management techniques
based wupon the DiffServ architecture in a flexible policy-driven manner.
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%é qw‘ L@ TEQUILA Functional Architecture TQUILA (1)
A
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Monitoring Requirements for Traffic-
Engineered Networks and Services

 Assist Traffic Engineering & Perform Service Auditing
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_.&fq_u{' L@ Why to Monitor? Requirements (1)

')‘

Functionality: diagnostic monitoring

« Basic monitoring functionality available for decades

« Data are used for management purposes (e.g. for failure detection, passive
analysis, etc.)

— Ping: Link/node failure, calculates RTD and loss
— SNMP/MIBs: adds counters etc. to NEs to passively monitor link traffic

Functionality: operational measurement

* One step beyond: Monitoring results are used by management entities for
their proactive action or automated reaction.

— Policy based monitoring: if <event> then <action>

IST 2001, 1-3 Sept., Tehran
TEQUILA Consortium © I H A L E 5
11



” : : : ..
%é qw‘ L@ Traffic Engineering & Service Auditing Requirements (2)
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Assist Traffic Engineering:
 1n efficient allocation of resources (e.g., to queues & paths),

e 1n proactive/reactive control of the network (e.g., traffic forecasting &
dimensioning).

Perform Service Monitoring: Does the network provide the requested service?

* QoS enabled networks (DS) attempts to offer several service types.

* Monitoring 1s becoming important for providing e2e QoS and service
assurance for multiple classes.

» A single measurement is not adequate for explaining traffic belonging to
different services.

» As a result, network needs to be monitored in finer granularity (per service
types).
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Scalability of the Monitoring Architecture

The architecture must scale with the size & speed of the

network as it evolves.
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%’ ,,L Defining the Monitoring Process &
..@quu ..@ Minimising the overhead Scalability (1)

e Defining the monitoring process granularity

» LSPs/IP routes are used for the routing of QoS-enabled traffic flows.

e Measurement methodology functions at the level LSPs/PHBs.

e Minimising the measurement transmission overhead by
processing the raw data close to the source

» Data capturing must be performed without degrading network
performance and without generating a large amount of data.

* Processing the raw data efficiently close to its source, which necessitate
a distributed data collection system.

* Condensing the collected data at the source by using event notification
and statistics summarisation.
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%é qw‘ L@ Aggregated Measurements Scalability (2)
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« Using aggregate performance measurements combined with
per SLS traffic measurements

— Monitoring every customer SLS is scalable and feasible if:

SLS-1 traffic
measurements

Traffic Engineered IP Network

LSP (SLS) performance
measurements

||I[DI

_ ECE

. A

Customer /

“. Customer
Networks’ - Networks
SLS-2 traffic
measurements
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%é qw'i’L@ Controlling the amount of Test Traffic Sealability (3)
A ———————————————————

* Controlling the amount of active test traffic injection into network

Test Traffic Requirements:

— Test traffic load should be small compared to the network load.

— Sampling intervals should be small enough to study fluctuations in the
performance of the network.

— A trade-off between these two requirements needs to be made.
— The amount and type of test traffic should be configured.

— Test packets should be randomly distributed to prevent event synchronisation.
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G%é qw'i’L@ Edge-to-edge vs Hop-by-hop Scalability (4)
A

o FEdge-to-edge vs Hop-by-hop active measurements
— Measurements are performed between either two edge or two neighbouring nodes.
» FEdge-to-edge:

— Might not scale well if there are a huge number of LSPs

*  Hop-by-hop:
— Scale well by adding the hop-by-hop results and calculating e2e results
— Significant reduction of test traffic in the network

— Introducing inaccuracy due to:

AM
* non-synchronised individual Edge-to Edge %
hop-by-hop measurements NS ¢ Node |/— LG
Monitor Monitor Monitor
« concatenating discrete values
to estimate per-route e2e fop-by-Hoy | Hop-by-Ho] |
results [ AM | [ AM ]

— Appropriate for estimating the
route performance of low profile

&

(Link, PHB) scope =9 <= (Link, PHB) scope

Ingress
Egress

< IP Route/LSP, SLS scope >

AM: Active Measurement
PM: Passive Measurement
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S TEQUILA Consortium © T H A L E 5
17

services (BE)




%@ uil@

Monitoring & Measurement Architecture
(in TEQUILA)

* How to Organize Measurements?
* Monitoring & Measurement Architecture

» Measurement Feedback

~* Engincering Challenge
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Trust Issue

Is anybody touching my
injected packets?

Customer

Active Measurement Endpoints

/7 sr O\

f)
Where to Measure* Architecture (1)

Customer
[ ]

Aggregate Flow ° °

Could also
be an ISP

® Core
Ingress-ta\\Egress

Endus er—to\ \‘v\dus er

Passive Measurement points
Scalability Issue
Every ingress to every egress
for every CoS

N

Complexity Issue
New measurement functions
needed in every node per PHB
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. How to O 1Ise M ts?
%é qw‘L@ ow to Organise Measurements Architecture (2)

o
Organise
— Register ——»
Component/ .
Sub-system Configuration —» Monitoring
<+«—— Events/Stats
Execution
Methods Active Measurements
Needs to activate continuous
sessions per PHB/LSP
Network Layer
Measurements Delay, Loss Offered load, throughput
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: . SNMP/etc. :
Dat
Ingress/ Core @resy ransiliassion |
Egress Router Egress Do th
Router v Router
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Monitoring & Measurement Architecture

Architecture (3)

Monitoring
_Gul

Monitoring & Measurement Part

won

SLS

Monitoring

Network
Monitoring

Node
Monitoring

Node
Monitoring

TEQUILA
Parts

Policy
Mgt.

SLS Mgt.
Including
TF & SLS
Repository

Traffic

Engineering
MPLS

NodeMon
NetMon &

/DRt

NodeMon
NodeMon
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B¢
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%é{q‘uﬂ L@ Node Monitoring Architecture (4)

K Distributed component located on nodes

* Performs and organizes performance measurements

— Active: with its neigbouring or ingress-egress nodes

* Performs and organizes traffic measurements
— Passive: at the ingress/egress for end-to-end traffic measurements

— Passive: on the node it resides

e Performs some basic functions

— Events on thresholds

— Apply statistical functions

IST 2001, 1-3 Sept., Tehran
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-0 qw‘ L@ Network Monitoring Architecture (5)

.

e Gets notification 1if ND activates new state

entralized

» Configures node monitors

* Processes the measurements gathered by node monitors for
links, nodes, PHBs, and routes

e Builds up a physical and logical network view

e Performs longer term, more complex traffic analysis
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7Y, M{TL@ Node Monitoring, Network Monitoring, & Repository , .. . ©

_

Network Monitoring
Clients

>

Requesi

Network

Monitorin
el 7

i Common Interface T Events/

Reques i
Statistics
Performance Analyser

20 (Trend Analysis, Library of statistical functions)

3

DatI

Network Monitoring:

Measurement Configuration and Initiation, Data Collector

~

Node Monitoring

Clients

Configuration information
Events & statistics

RPC: Remote Process Call

S0 Config.
S S Data lQuery T
A
5%
§ S Monitoring Repository
Config. A A DataA
Data
g) Configuration <
S "-g DataCollector/ |Functioni(" DataCollector/ DataCollector/
2 § Analyser Analyser
S| s A 5 A
3 = A UDP for | <
= SNMP Z\ 3
= b= E IPPM Agent Data Expor] &
s v on NodeMons
S0
N Agent on NEs Flow Agents
S
S
< |ICMP
_

IST 2001, 1-3 Sept., Tehran

24

TEQUILA Consortium ©




% v SLS Monitori
_.%t"q_ui | L@ Onuonng Architecture (7)

* Centralized
e Configures edge NodeMons for traffic related measurements

* Processes traffic realted

Monitoring Repository

measurements gathered by — Sisvon | >

NetMon Store Store

edge NodeMons for SLSs | .7 N Vo— T .................................................... :

i Daf |Query /| SLS Monitoring :
* Processes end-to-end e | — -, (Report Generator
f f SLS SLS 9 ’( SLSInIZ/IIuZIilnagger 12 : Customer Report
p criormance 1or S Repositor, L LCOHtract Checker P
. . . 87 111 _| [Management Repo;t §Action to
i Seerce monltorlng and 6 5 7T )~ gbe taken
auditing L '
2 [Data Collector & Aggregator]

* Reporting to customer and
Management

Subscription/ ): {
Invocation

Configuration & Monitoring]

........................................................................................

<] Activation/ N

Network
Monitoring

| Deactivation

I/E Node
Monitoring

Arrows show the request/data flow and numbers show the order of tasks.
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wﬂ@ Measurement Feedback to TEQUILA Components
>

Architecture (8)

Measurement Events and Measurement Statistics for:
Metrics Mechanism & SLS Monitoring (SLS Types & Traffic
Method Services) SLS Engineering
(ACthe/ Passwe) Real-time Guarantee Olympic Services ngt (ND, DRtM & DRsM)
Services data Services (Best-effort)
. Performance Per Route Per Route Per Route Per Route Per PHB & Route
One-way delay IPPM (A) 4 - - 4 »
Jitter (end-to-end) IPPM (A) - - v
One-way packet loss IPPM (A) 4 » - 4 4
° User Traffic Flow Per SLS Per SLS Per SLS Per SLS Per macro-flow
Throughput per SLS/flows at egress Flow-based (P) 4 4 4 4 4
Offered load per SLS/flows at ingress Flow-based (P) - - - - »
° Network's Workload Per LSP Per PHB & LSP
Throughput per PHB per link COPS-PIB/metering (P) »
Throughput per LSP Flow-based (P) 4 »
Packet Discards per PHB per link COPS-PIB/SNMP MIB (P) »
Link utilisation In/Out SNMP MIB (P) (Per Link) —
e Availability Metrics
Link & device availability ICMP (A) »
IST 2001, 1-3 Sept., Tehran
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:“%@ qMﬁL@ Engineering Challenges Architecture (9)

e Commercial (Cisco) & PC-based (Linux) routers in the testbeds

« Limited availability of required PM 1in commercial routers

« Estimating PHB-based delay by using hop-by-hop AM

* Finding the proper sampling intervals for test traffic injection,
PM polling, Stats summarisation

* Monitoring the aggregated flow level of SLSs for use in load
balancing

* Finding the address blocks of active/non-active flows for traffic
flow re-mapping

* and so on.
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Conclusion

¢ Summary and On-going work
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-0 qw‘ L@ Summary and On-going Work Conclusion (1)
v

Challenge:

* Dynamic engineering of the network, since the ND and routing management have
significant implications on resource efficiency and user performance.

* Customer service level management

Proposed:
* An architecture for node, traffic-engineered network, and service monitoring.

* Methodologies for event monitoring and measurement statistics to be used for
both network operation and in-service verification of offered services.

On-going work:
« TEQUILA system implementation for performance assessment tests
« Examining the practical effectiveness of monitoring on TE algorithms and TF.

« Investigating the monitoring architecture scalability in real-time data processing.
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